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B
lockchain technology, once synonymous 
with bitcoin and other cryptocurrencies, is 
more and more the subject of exploration for 

use in a variety of industries, including financial 
services, supply chain, healthcare, and retail and 
manufacturing. A type of distributed ledger 
technology,1,2 blockchain involves an ingenious 
combination of public-key cryptography; a network 
of computers, called nodes; and a consensus 
mechanism. The consensus requires network 
rules and processes to validate transactions and 
agree on a “single version of the truth.” The result 
is an immutable, decentralized ledger that retains 
information on the entire history of transactions. 
As a result of COVID-19 recovery efforts, the 
federal government faces mounting transparency 
and accountability challenges, making the  

The Benefits of Blockchain 
to Tokenize Grants Payments
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collect required reports, and manu-
ally enforce internal controls or 
other requirements to verify whether 
subrecipients are permitted to receive 
the federal funds. Likewise, prime 
recipient staff must also navigate 
multiple, redundant payment and 
reporting platforms at their own 
institutions and in federal agencies.

Partnership Toward  
a Solution

In August 2019, the Bureau of the 
Fiscal Service’s Office of Financial 
Innovation and Transformation (FIT) 
partnered with the National Science 
Foundation (NSF) to launch a proof of 
concept to learn how blockchain could 
improve grant payment processes 
and increase transparency related 
to multi-tiered grant payments. For 
the proof, specific data elements in 
the grant award letter were tokenized 
by extracting, digitizing and storing 
specific data elements onto a block-
chain token. The data elements, now 
permanently stored and transfer-
able between network participants, 
include descriptive information, such 
as the awarding agency, important 
dates and awardee information, plus 
payment information, such as award 
amount, travel costs, and direct and 
indirect costs. (See Figure 2.)

Burden Associated with  
Federal Grants

The burden placed on organiza-
tions that receive federal grant 
funding is a topic of numerous 
reports and discussions. Although 
the form of this burden differs among 
recipients, most cite issues with 
federally mandated administrative 
requirements and variations in 
the way they are implemented and 
enforced among federal agencies. The 
variety of systems that organizations 
must use to either comply with the 
requirements, or simply get paid, 
occludes transparency in federal 
grant funding. This transparency 
problem is exacerbated when prime 
recipients of a federal grant transfer 
funds to a subrecipient. 

As shown in Figure 1 (Current 
State), the federal government 
currently loses visibility when multi-
tiered grant payments are disbursed 
(i.e., federal dollars are transferred 
from a federal agency to a prime 
recipient, then to a subrecipient.) 
As a result, the federal government 
requires an onerous amount of 
reporting from grant recipients. For 
example, staff at research universities 
describe dozens of hours spent each 
month as intermediaries to manage 
cash disbursements to sub-grantees, 

need to explore blockchain and other 
emerging technologies more urgent 
in this new and uncertain terrain.   

Blockchain may of fer some 
significant benefits for government 
grants management. One of its main 
benefits is the ability to send and 
receive digital forms of value over the 
internet without need of third parties 
to clear and settle the transactions. 
While such efficiency is often cited as 
a reason to explore blockchain, other 
favorable benefits can include: 

automation (“smart contracts”) 

• security 

• transparency (all network partici-
pants use the same ledger) 

• resiliency (decentralization affords 
no single point of system failure).

Another benefit, rarely discussed 
within the financial management 
community, is tokenization, the 
process of issuing a blockchain 
token that digitally represents a real, 
tradeable asset and delivers real-time 
transparency when tokens are trans-
ferred between network participants. 
Moreover, because a token’s history 
can be traced, tokenization is a poten-
tially powerful tool for some of the 
more pressing challenges in federal 
financial management. 

CURRENT STATE

Federal 
Agencies

Multiple Letter of
Credit Platforms

Prime 
Recipient

Federal 
Agencies

Multiple Letter of
Credit Platforms

Prime 
Recipientntntnt

Unknown 
Subrecipients

Unknown 
Subrecipients

FUTURE STATE

Federal 
Agencies

Prime 
Recipient

Known 
Subrecipients

One Letter of
Credit Platform

Figure 1. Lack of Transparency in Subrecipient Grant Payments (Current State) & 

Enabling Subrecipient Payment Visibility (Future State)
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Although but a prototype using 
fictitious data and scenarios, the proof 
of concept demonstrated the poten-
tial in blockchain to increase grant 
spending transparency, especially at 
the subrecipient level. By tokenizing 
relevant grant award information and 
combining it with payment informa-
tion within the blockchain network, 
payment activities became visible in 
a way never previously seen without 
a significant amount of reporting, as 
shown in Figure 1 (Future State). 

The increased transparency may 
ultimately allow less reporting and, 
therefore, less burden on federal 
grant recipients.

The automation that accompanied 
the blockchain technology in the proof 
of concept resulted in improved data 
accuracy and data quality, enhanced 
internal controls, and greater speed 
and efficiency in processing time. The 
findings demonstrate the potential to 
greatly expand visibility and reduce 
manual reconciliations, time spent by 

grant administrators on compliance 
activities, and the number of system 
platforms used by federal agencies. 
Figure 3 offers a summary of the 
five functions explored in the proof 
of concept.  

In addition, the combined benefits 
to both prime and sub-prime recipi-
ents (shown in Figure 4) could lead to 
far better customer experiences when 
they receive grant funding.

While this initial proof of concept 
applied a narrow focus, the logic and 

IOS-1354193
SUMMARY PROPOSAL BUDGET
 Funds
Person MOS granted
 cal acad sumr By NSF
A. (4.00) Total Senior personnel 0.00 0.00 4.00 $41,836

B. Other Personnel
1. (0.00) Post Doctoral associates 0.00 0.00 0.00 $0
2. (0.00) Other professionals 0.00 0.00 0.00 $0
3. (4.00) Graduate students    $30,333
4. (0.00) Secretarial-clerical    $0
5. (4.00) Undergraduate students    $25,101
6. (0.00) Other    $0

Total salaries and wages (A+B)    $97,270
C. Fringe benefits (if charged as direct cost)    $16,065
Total salaries wages and fringes (A+B+C)    $113,335

D. Total permanent equipment    $0
E. Travel    

1. Domestic    $17,800
2. Foreign    $15,000

F. Total participant support costs    $0
G. Other direct costs

1. Materials and supplies    $4,035
2. Publication costs/page charges    $0
3. Consultant services    $0
4. Computer (ADPE) services    $0
5. Subcontracts    $0
6. Other    $0

Total other direct costs    $4,035

Other Personnel

Fringe benefits 

Travel 

direct costs

NATIONAL SCIENCE FOUNDATION
Grant Letter

Award: 1354193 PI Name: Doe, John

GRANT INFO:
Agency, Payment Type, Award ID, Description

KEY DATES:
Appropriation Expiration, Award Start, End and Closeout

AWARDEE INFORMATION:
Awardee Name, Principal Investigator

AWARD AMOUNT:
Salaries & Benefits, Travel, Direct Costs, 

Indirect Costs, Subgrants

Grant Letter Information and Payment Data 
are Digitized and Stored on the Token

Awaard: 1354193 
Grant Letter

PI Name: , ohn Doe, Jo

NATIONAL SCIENCE FOUNDATION

Tokenize the 
Grant Letter

A federal agency 
generates a digital 
representation of a 
grant letter (i.e., digital 
tokens) and automates 
the enforcement and 
execution of the grant 
letter terms. The grantee 
does the same for 
sub-awards, thus 
integrating sub-
grantees into the grants 
payments system.

Set Thresholds/ 
Constraints

The grantee sets a 
threshold on the amount 
the sub-grantee can 
request without 
additional oversight, 
allowing for the 
automation of 
internal controls 
and automated 
reimbursement of 
all requests that 
adhere to the grant 
letter parameters.

Request
Reimbursement

The grantee/sub-
grantee submits 
a request for 
reimbursement on 
specific line-item 
amounts noted in 
the grant letter and 
receives tokens in 
a digital wallet.

Redeem Tokens/ 
Initiate Payment 

The grantee/sub-
grantee submits a 
redemption request 
for tokens, effectively 
initiating an 
automated 
clearinghouse 
transaction to 
“cash out” the 
tokens.

Streamline 
Reporting

Federal agencies 
are able to view 
the lifetime activity 
of federal grant 
funds, from primary 
recipients to 
sub-grantees, and 
easily generate 
reports to improve 
transparency and 
public trust of 
government data.

1 3 542

Figure 3. Five Key Blockchain Functions Explored in FIT-NSF Proof of Concept

Figure 2. Tokenizing a Grant Letter
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INCREASED 
TRANSPARENCY

REDUCED FINANCIAL & 
ADMINISTRATIVE BURDEN

IMPROVED CUSTOMER 
EXPERIENCE

Grant recipients take Grants Managers spend Grantees return

2+ Hours 40% $20 Billion
to reconcile each
payment request

of their time
on compliance

in overpayments to
the government

DISTRIBUTED LEDGERS 
can improve visibility among 

stakeholders, reducing 
reconciliation complexities 
and the need for reporting

SMART CONTRACTS 
can automate enforcement of 

internal controls for compliant 
automatic payments

COMMON DATA SOURCES
can provide consistent, accurate, 

and trusted data across the 
network, preventing errors 

and clawbacks

GREATER MISSION FOCUS & PROGRAM IMPACT

Figure 4. Business Value of Blockchain to Federal Grants Management3,4,5

application of tokenization to transfer 
value can be adapted and repurposed 
for other government payment and/or 
money transfer use cases. But there is 
much more to learn. The next phase 
will build upon the completed work 
to shed more light on challenges and 
opportunities for multi-tiered grant 
payments through blockchain and 
consist of four bodies of work:

1. Launch a Blockchain Letter of Credit 
Community of Practice. To better 
understand the value proposi-
tion of blockchain for federal 
grants, an increased number of 
participants will help pressure test 
its functionality from a variety 
of user perspectives. Although 
the proof indicated some initial 
positive results, data concerning 
the benefits and consequences is 
needed from a larger pool of users.

2. Refine the Blockchain Solution. 
Feedback received from a 
broader community of users will 
help researchers enhance and/
or modify the current letter of 
credit blockchain application. 
Also, it will provide a better 
understanding of users’ needs 

Throughout the exploration of 
blockchain as a way to improve 
federal financial management, the 
FIT-NSF team looks forward to 
sharing findings and adding to the 
collective body of knowledge. The 
data analysis will ultimately be used 
to decide whether blockchain can 
better serve the federal grant recipi-
ents and the American taxpayer.  

Endnotes
1. GAO. Financial Technology – 

Information on Subsectors and Regulatory 
Oversight (GAO-17-361), April 2017, p. 40.

2. Financial Industry Regulatory 
Authority. Distributed Ledger Technology: 
Implications of Blockchain for the Securities 
Industry, Jan. 2017.

3. Federal Demonstration Partnership. 
2019 FDP Letter of Credit Survey: “Grant 
Recipients Take 2+ Hours to Reconcile 
Each Payment Request.”

4. Treasury. FY 2018 Financial Report: 
“Grants Managers Spend 40% of Their 
Time on Compliance.”

5. Treasury. FY 2017 Financial 
Report: “Grantees Return $20 Billion in 
Overpayments to the Government.” 

6. GAO also noted that pass-
through grants “pose challenges for the 
management of grant programs, as the 
multiple levels add complexity to the flow 
of funds, administration and oversight.” 
See https://www.gao.gov/products/
GAO-13-392

and whether blockchain offers 
any new benefits.

3. Understand Key Challenges. 
Blockchain applications will not 
take place in a vacuum. No matter 
the use case, blockchain must 
meet the same legal, regulatory 
and policy requirements as every 
other technology. This effort, then, 
will seek to identify crucial hurdles 
or challenges that may impede the 
ability to use a blockchain-based 
grant payment application in the 
federal environment.

4. Understand Strategic Opportunities. 
The private sector is aggressively 
exploring blockchain solutions to 
address the COVID-19 pandemic. 
From healthcare to supply chains, 
blockchain has emerged as a 
new tool to capture and share 
data needed to make rapid deci-
sions. Taking note of the various 
ways blockchain is deployed to 
combat the pandemic will provide 
invaluable lessons for the federal 
government to consider in the 
accountability of CARES Act 
funding.6
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Cotton CARES
WE ARE READY TO HELP

Cotton & Company has the necessary expertise and experience to assist federal and state agencies 
and their inspectors general with ensuring accountability and spending transparency for COVID-19 
aid, relief, and response funds. The historic size and scope of the CARES Act funding, coupled 

increased risk management, monitoring, reporting, and oversight of federal spending.

Looking for professional assurance and advisory services that you can trust? We stand ready.

www.cottoncpa.com/cottoncares | cottoncares@cottoncpa.com | 703.836.6701
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